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The journey to solid
operations

Introducing Banilux!

Making things better
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The no-judgement zone

Who here:

« Uses multiple systems to
patch nodes?

« Manually patches?

« Do you RDP/SSH directly into
your nodes?

« Does not have a
node inventory?

« Manually tracks
software licenses?

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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he road to solid ops is paved with oopsies
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Introducing.. ..

bananas for all your lighting needs...
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I Banilux architecture

i On-premises
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| Banilux architecture

AWS account

A
Uo

Amazon EC2
instances

Amazon EC2
instances

i On-premises
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I Banilux architecture

AWS account
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| Banilux architecture

i On-premises
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Story time...
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Story time...
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Banilux’s Ops building blocks
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Amazon CloudWatch

Logs, metrics, alarms,
dashboards

AWS Systems Manager

Node management at scale

AWS Config

Assess, audit, and evaluate
resource configuration

AWS CloudTrail

Record and audit
account activity

, Inc. or its affiliates. All rights reserved.




' Banilux’s Ops setup . . . but still

Amazon CloudWatch AWS Systems Manager

Logs, metrics, alarms, Node management at scale
dashboards

AWS Config AWS CloudTrail
Assess, audit, and evaluate Record and audit
resource configuration account activity
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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I Banilux — Health indicators

Average ranoe of reactions
+o an alarm...



| Banilux - Health indicators
Healthy

Service issue

Server offline
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Inputs for “making things better”

Data Intelligence
Gather the right data to Apply the right level of human
increase understanding of and Al analysis to distill the
the environment data into actionable insights

aWS, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved b



What does one do with these inputs?

N 3
Data Intelligence

& Automation



I When do you automate?
(or: the stages of denial)

"We've only got one 2k cluster”
= Cost to automate: Ep



I When do you automate?
(or: the stages of denial)

= "Our gk scripts are super
= % easy to run”

Cost to automate: Ep



| When do you automate?
(or: the stages of denial)

"It only takes a few hours to
run the Zks”

Cost to automate: Ep
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| When do you automate?
(or: the stages of denial)
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"It's ok, we just spread
the 2k s across more
people”

Cost to automate: B3 ER



I When do you automate?
(or: the stages of denlal)
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"Automated
2k s actually
sounds
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I When do you automate?
(or: the stages of denial)
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So what's the key to avoiding this?




| Automation is key

Everyone needs automation -
from organizations with
thousands of applications to a
startup with one

Reduce manual
(= work

Schedule for
compliance

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS has the tools to help you automate
- no matter your scale

LG
 Resiliency

« Durability

@ « Security

2

g « Operations
« Compliance

« Reliability
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Need to automate at scale? AWS has the scale to
back your scale.
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Amazon CloudWatch
11 quadrillion (11,000 trillion)

metric observations per month
... that's 4.2 billion each second

AWS Config
9 billion

compliance checks each month

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS Systems Manager
450 million

Unique nodes managed each month

AWS CloudTrail

850 billion
auditing API events per day
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Simplify and enhance visibility for node management

CENTRALIZE NODE MANAGEMENT TO IMPROVED OPERATIONAL EFFICIENCY

e

AWS Organizations
support

C°//=}>D

Automate
diagnoses

Centralized node
management

Integration with
Amazon Q

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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tems Manager > Review node insights

Review node insights

Review insights about managed your organization. Hover over a graphic ta access links to more detailed data.

i Node summary

Unmanaged EC2 instan...
17 nodes

Managed nodes
43

B Managed nodes [l Unmanaged EC2 instances

it SSM Agent versions

Reset to default layout + Add widgets

¥ Managed node types

Managed hybrid nodes

31 nodes

Managed EC2 instances
401 nodes

Managed EC2 instances [l Managed hybrid nodes

i Managed node operating systems

Microsoft Windows Si

Microsoft Windows Se...
81 nodes

Microsoft Windows Si

Amazon Linux [l Microsoft Windows Server 2016 Datacenter
B Microsoft Windows Server 2019 Datacenter  [lij Ubuntu

Micrnsoft Windows Server 2022 Datacenter

+ Add widgets
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Simplify node management at scale

O 1 Manage nodes across AWS, on-premises, and
mulitcloud environments with AWS Systems Manager

Key Intelligent operational investigations
O 2 Identify root causes and reduce mean time to resolution
ta keaways with Amazon Q Developer and Amazon CloudWatch

O 3 Boost operational efficiency with automation

Automate common operational tasks and reduce time
and effort required to maintain your systems

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What's next?
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Introducing a new experience Full visual tour of the Centralized Operations
for AWS Systems Manager experience Management Workshop



Cloud Ops Kiosks

Cloud Operations | Observability | Governance and Compliance | Resilience

Engineering

. Future
VR BOOK SWAG

EXPERIENCE GIVEAWAYS

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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' ey Please complete the session
a n yo u o _Diz@ survey in the mobile app

Erik Weber Oren Nachman
linkedin.com/in/weber-erik/ linkedin.com/in/oren-nachman/
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